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	Security Systems Planned Maintenance Schedule Checklist - Offices



An example task instruction sheet for security systems is featured below. The Entity shall use it as a basis by which to develop its own site specific task instruction sheets for maintenance of security systems.

Skill Types

· Specialist Engineer (SE) (Security Systems)
· Extra Low Voltage (ELV) 
· Maintenance Engineer (ME)

	Item
	FQ
	Action
	Skill Level

	Electronic Security Systems (ESS)
	Biannually
	Check functionality of primary and secondary drive
	SE

	Primary drive and secondary drive 
	
	
	

	Visually inspect system connections
	
	Conduct physical inspection of all terminals
	

	 System faults
	
	Check for system faults
	

	 Hard disks
	
	Check space in hard disk
	

	Delete/Archive log files as necessary
	
	Check for unwanted files and archive
	

	Clean Monitor Screen
	Annually
	Clean screens 
	

	Complete a data archive
	
	Check and archive irrelevant data as applicable
	

	Complete hard drive defragmentation
	
	Integration check, layout of files. Do process run as necessary
	

	Verify operating systems file integrity
	Biannually
	Check for corrupted files, database, software files
	

	Verify Program File Integrity
	Biannually
	
	

	Verify data file integrity
	Annually
	Follow manufacturer step by step instructions to perform these checks
	SE


	Perform a virus scan
	
	
	

	Authenticate system operators and privileges
	
	
	

	Check field panel communications
	
	
	

	Inspect field panel wiring and connections
	
	
	

	Workstations, CPU, and UPS are clean and without any trouble
	
	
	

	Ports connectivity/Ethernet Switches
	
	
	

	Sensors and controllers are healthy and functioning
	
	
	

	Hardware communication with server
	
	
	

	Access Control System

	Batteries 
	Annually
	Test field panel battery levels
	SE


	Power Supply
	Annually
	Check function
	

	Key
	Annually
	Check function
	

	Magnetic Stripe
	Annually
	Check function
	

	Readers
	Annually
	Check card reader operations
	

	RFID card
	Annually
	Check function
	

	Biometric
	Annually
	Check function
	

	Position Sensors
	Annually
	Check function 
	

	Electric latch
	Annually
	Check function
	

	Electric Lock
	Annually
	Check function
	

	Electromagnetic lock
	Annually
	Check function
	

	Manual/Auto Operation
	Annually
	Check function
	

	Electric hardware
	Biannually
	Clean, lubricate, and adjust locks
	

	
	Biannually
	Verify door contact operation
	

	
	Biannually
	Inspect, clean, and adjust card printers
	

	
	Biannually
	Inspect, clean, and adjust image capture camera
	

	CCTV Surveillance Systems

	Visually inspect CCTV monitor image quality
	Monthly
	Conduct Visual Inspection
	ME

	Visually inspect CCTV recording equipment 
	Monthly
	Conduct Visual Inspection
	ME

	Inspect video record and playback operations
	Monthly
	Conduct Visual Inspection
	ME

	Check CCTV system switcher operation
	Weekly
	Conduct Visual Inspection
	ME

	Cameras primary input power
	Weekly
	Conduct Visual Inspection
	ME

	Video signal transmission
	Weekly
	Conduct Visual Inspection
	ME

	Check PTZ operation
	
	Functionality of camera, left, right, up, down, zoom functions, customization
	SE

	Visually inspect CCTV system connections
	Annually
	Cable termination checks, POE checks, and communication ports
	ME

	Clean Monitors Screens
	Monthly
	Conduct inspections for cleaning and ensure displays are clear
	ME

	Inspect, clean, and adjust cameras according to facility requirements
	Annually
	Ensure to consider weather conditions and may more frequent checks required
	ME

	Alarming inputs
	Annually
	Check alarm functions
	SE

	Intruder Alarm System

	System Integrity
	Annually
	Record and report any evidence of tampering or damage
	ME


	Sensors and contacts
	
	Confirm correct operation and sensitivity, where appropriate check spatial configuration for volumetric devices
	

	Alarm signals
	
	Check response to signal at con troll panel. Reset alarm points after test
	

	Sensor covers, terminal boxes and fixings
	
	Check integrity for signs of overheating, ingress of dust and moisture. Clean internal components with soft brush and remove any dirt or fluff. When replacing covers, check operation of any tamper switches which may be fitted
	

	Power supplies
	Biannually
	Check power supplies and associated batteries. Batteries should be checked for signs of leakage or corrosion
	SE

	Detection modules exterior (if applicable)
	Annually
	Check and adjust (if necessary) 
	SE

	Detection modules interior (if applicable)
	Annually
	Check and adjust (if necessary) 
	SE

	Batteries
	Annually
	Check function and state of battery charger
Check battery terminals connections
Check that the inter-cell connections are secure and clean
	SE

	Sealed lead acid, sealed nickel-cadmium
	Triennially
	Check and dispose batteries in accordance to healthcare Entity environmental regulations
	SE

	Control Panel
	Annually
	Check control panel internally, check all control devices, fuse bridges, and phase barriers for signs of arcing and burning. Check all indication lamps are working, replace any defective lamps
Check panel/cabinet door, if securely locked, and that door protection and isolation device is operative
	SE

	External Lighting

	Inspection of streetlights
	Monthly
	Look for breakages, wear/deterioration/signs of corrosion
	ME

	
	
	Check any missing parts, screws, covers, loose fittings
	ME

	Electrical wiring and connections
	Biannually
	Check the integrity and look for Sign of burn/spark, loose connection, expose cabling 
	ME

	
	
	Inspect for grounding and bonding arrangements
	ME

	
	
	Check the accessibility to conductor and connections
	ME

	Security of light fittings
	
	Check for cleaning, condition, and security of fittings
	ME

	Lamps/Tubes
	
	Check for faulty or blackened tubes or lamps
	ME

	Controls
	
	Check for functionality and correct operation of timer and sensor (if available)
	ME

	Ingress Protection (external lights)
	
	Check and ensure fitting integrity is maintained
	ME

	Vehicle Blockers/Bollards

	Bollard Function
	Quarterly
	Follow OEM inspection and maintenance guidelines
	SE

	Control Function
	Quarterly
	
	SE

	Physical Conditions
	Quarterly
	
	SE

	Leaks
	Quarterly
	
	SE

	Cabling Connectivity
	Quarterly
	
	SE

	Communication
	Quarterly
	
	SE

	Sounding Devices
	Annually
	Check functions
	SE

	Batteries
	Annually
	Conduct general tests
	SE

	Off premises transmission equipment (if any)
	Quarterly or by automatic monthly test
	Check functions
	SE

	All interface equipment
	Annually
	Check functions
	SE
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